ABSTRACT: -Information security is an important matter in communication systems such as internet communication, multimedia systems, medical imaging, and especially military communication. This paper presents two types of multimedia cryptography; text and image cryptography depending on using Chen and Liu systems. The two systems together are used to generate a secret key to encipher multimedia. First by changing the position of characters in original text and changing position of pixels in original image, then changing the character value itself and pixel value depending on random numbers generated by Liu and Chen systems .The experimental and simulation results show that the proposed system is effective and has a high security level. Due to its key space, high key sensitivity, high entropy , low correlation, strong against differential analysis and finally low time complexity since the same set of numbers must be generated depending in the same key schedule to return original multimedia and this is impossible without knowing exact initial conditions, parameters at the same schedule.
INTRODUCTION
With the development of the network technology, people are getting more and more information from the Internet. While enjoying the convenience brought by the Internet, we also start to worry about information security. Therefore, a variety of cryptography plans have emerged. Texts, images, audios and videos are the major means people used to obtain information and the majority of the cryptography algorithms nowadays are for the protection of texts [1] . Cryptography is a method of storing communication security since the data is transmitted in a form that can be obtained only by the receiver which has the key. It is a discipline of defending information by coding it into an indecipherable layout [2] . Even though, there are standard cryptosystem such as Advanced Encryption Standard (AES), for symmetric key cryptography, and Rivest-Shamir-Adleman (RSA) for public key cryptography, but AES algorithm is computationally intensive and RSA algorithm is too slow. Due to some inherent properties of images, such as the huge amount of information it contains and the correlation between adjacent pixels, traditional encryption methods like Data Encryption Standard (DES), RSA cannot work properly in image cryptography [1] .
2-RELATED WORK
In [1] the encryption plan combines the sequence generated by one-dimensional and two-dimensional Logistic chaotic map to scramble the image. In [2] , the digital signature algorithm is used with commutative codes to reassure the security of the transmitted data. In [3] , it is found that the key is generated by proposing an n-array key stream generator, based on hierarchical combination of three chaotic maps, while [4] presents an image encryption algorithm based on two-dimensional (2D) Logistic map and complicated Chua's system. [5] use the R, G and B components of a color plain-image to form a matrix, then the matrix is permutated by using zigzag path scrambling and the resultant matrix is then passed through a Diyala Journal of Engineering Sciences substitution process.
[6] Concerned with enhancing the existing standards of cryptography (AES) to encrypt image data. Modifications are made on the S-box and on Mix-Column transformation.
In this work, a new cryptography algorithm is been proposed based on a combination of Chen and Liu systems that have higher-dimensional system to crypto the text and then the same algorithm to crypto each channel in color image. The trajectory of Chen and Liu system are more complicated and therefore has larger key space. The simulation also indicates that this algorithm has a good cryptography effect.
3-CRYPTOGRAPHY ALGORITHM BASED ON CHEN AND LU
The proposed system in this paper depends on three dimensional Chen and threedimensional Liu systems which are combined to generate a random number sequence, with the iterative equations of them respectively being:-
3.1-Liu System
The master system is described by the Liu dynamics equation as [7] :-
Where , , are the state variables of the system and a, b, c and d are parameters of the system. The performance of Lu system is illustrated in Figure (1) 
3.2-Chen System
Chen system can be applied to design a cryptosystem with higher security. Chen dynamical system is described by the following system of differential equations [8] ̇= ( − )
Where x, y and z are the state variables and a, b and c are three parameters. In Figure  ( 2), the State Portrait of Chen system is shown. The trajectory of both Chen and Lu systems can be obtained by the fourth-order Runge-Kutta algorithm with step=0.001. The sixth discrete variables of Chen and Lu systems are adopted to Cryptography the text and the image. The optimization model of Chen and Liu systems are:-
Where X * , Y * and Z * ,are the random number sequences generated by the optimization model of Chen and Lu systems, and floor( ) is a rounded down function. One or more of the sequences can be used in the process of cryptography.
3.3-The Proposed System
In this work, the system which used for cryptography of image and text is illustrated in Figure ( 3).
3.3-1. Encoding System
Firstly, the proposed cryptographic algorithm is applied to the text and then to the color image. To apply the algorithm on color image; the first thing is to divide the color image (24bit/pixels) into three original colors (red (R), green (G) and blue (B) (each color have 8 bits/pixel) then start proposed algorithm is started for encoding. There are main algorithms in encoding system:-
3.3-1.1. Shuffling Algorithm (1-D)
The shuffling algorithm utilizes applying the 3-D (3-dimensions) Chen system and 3-D Liu system to generate anew key according to propose key schedule:-
This step gives a new key that makes the work very strong. The ( 3 , 3 , 3 ) is used to generate the new random numbers sequences and then rearrange these numbers in descending order. After dividing the color image (3× (M×N)) into three colors channels as (R (M×N), G(M×N) and B((M×N)), where is the number of row in image and is the number of column. Each channel is converted from 2-D to 1-D( one row ((M×N)×1) and use the indexed position of each element is the used in the descending sequence of the new key to rearrange channel, by using sort of X3 to rearrange R-channel, X3 to rearrange G-channel and X3 to rearrange B-channel, taking into consideration their own initial conditions but same parameters. In shuffling, text uses X3 once because a text is originally a 1-D of (8 bits/character).
3.3-1.2. Substitution of Pixels Value
The keys schedule for this step is shown as follows:-
2 ) It is easy to suffer from chosen-plaintext attack if just shuffling pixels position. Is applied the attacker can get the corresponding relationship of pixel's position change by choosing a single pixel change, which is avoidable by the introduction of substitution mechanism [4] .
The method is realized by using the random sequences generated by new key schedule as an XOR with pixel value in each channel to get new value for each pixel in the color image. The details are as follows: a) Transforming the keys schedule sequence to eight unsigned integer as an XOR operand. 4 = ( 3,256) … … … (6) b) Changing the pixel value in each channel (R, G, and B) in the color image.
The resulting image of the shuffling process (1-D for each channel) is used in the process of changing pixels value are as follows ( for R-channel and the same steps for both G and B-channel but with different initial conditions):-New R =bitxor(E3, old R)…….. This step is for the first pixel only. New R =bitxor(E3,bitxor(new R, old R))…… The new value depends on both the old value for pixel and the new value for the pixel before it. After the completion of this step is returned to the (2-D) image for each channel.
3.3-1.3. Shuffling Algorithm (2-D)
The last step in the encoding process is the process of shuffling 2-D color image using the indexed position of each element in the descending sequence of the new key (y3 and z3)to rearrange channels as shown in figure(4) (for R-channel):-From table(1) it can be seen that the row in R-channel in image rearrange according to the sort of secret key y3 and column according to the sort of secret key z3. In the same manner, both G and B channels are rearrangement with only difference of using different initial conditions in each state.
3.3-2. Decoding System
In order to decode the original image you should generate the same key in the same way used in encoding and use the same relations, but in reverse order to get the original image.
4-EXPERIMENTAL RESULTS AND PERFORMANCE ANALYSIS

4.1-Simulation Results
In this work, the simulation results are achieved for three different color images and text using secret key that generated from Liu and Chen systems using MATLAB 8.4. The results are shown in Figure (4) .
4.2-Statistical Analysis 4.2-1. Grey-Scale Histogram
A histogram is a graph used for showing the distribution of pixel values of an image. Shannon presented that many encoding systems could be attacked by statistical analysis and proposed to resist attack based on statistical analysis by improving scrambling or shuffling and substitution [4, 5] . In this work, it is shown that the processes of shuffling and substitution resistant to statistical analysis efficiently by analyzing the scheme presented which can be shown from the histograms of original color image and encoding color image. The simulation results show that the histogram of original color image (R,G,B-channel) and the encoding color image is changed as shown in Figure (5) . The pixel value of the encoding image in [0 ,255] interval for each color is distributed and almost flat . So the algorithm can resist statistical attack effectively.
4.2-2. Correlation of Adjacent Pixels
Correlation between two random series indicates the strength and direction of their linear relationship [4] . To test the correlation between two adjacent pixels, the following procedures are carried out. First, randomly select 1000 pairs of two horizontal adjacent pixels from an image and then calculate the correlation coefficient of each pair using the following equations Then the same process for horizontal line is repeated along the vertical and diagonal directions respectively. The simulation results shown in Table ( 2) and Figure (6) show that the correlation coefficients of the encoding images in the proposed system are very small as compared with original image and with [6, 9] , Therefore, the proposed system have high security against statistical attacks.
4.3-Differential Analysis
NPCR (Number of Pixels Change Ratio) shows the number of changed pixels when the value of a pixel in the original image is changed. The NPCR indicates the sensitivity of the scheme to similar original images with a tiny difference [5] . The can be calculated using:-
Where is the width of the image and is the height of the image and ( , ) is the difference between two images.
Where 1 is encoded vision of original image and 2 is encoding original image after changing one pixel.
Unified Average Changing Intensity (UACI) shows the average intensity of differences between the plain image and the corresponding encoded image [5] . The is calculated using the following equation:-
The NPCR measures the percentage of different pixel numbers between the two images and the UACI measures the average intensity of differences between the two images.
From above tables, one can see the proposed algorithm has high NPCR sensitivity and high UACI also as compared with work [6, 9] it can be said that the proposed system is strong and powerful against differential attack.
4.4-Key Space and Sensitivity Analysis
Key space size is up to the total number of different keys that are used in the encoding. Cryptosystem is completely sensitive to all secret keys [4] . Only use the initial conditions of system as the key in this work using different initial condition for each color , then key space is 10 90 for one color and key space up to ≈10 270 for all proposed system compared with secret key in [5] is 2 16 only. Apparently, the key space is large enough to resist all kinds of brute-force attacks.
The sensitivity to secret keys means that when a small change occurs in keys, then encoding image cannot be correctly decoded [8] . For the encoding image, only the correct secret key can get the clear image. In figure (7) (c), only the initial value of Chen system has been slightly changed from x0 = 0.1 to be x0 =0.1000000000001 at which decoding of the same encoded image fails completely. Therefore, this test shows that the algorithm is very sensitive to the initial values.
4.5-Information Entropy Analysis
Entropy is a measurement of the uncertainty associated with a random variable in information theory which represents an important parameter to characterize the confusion of encrypted image [6] . It can be calculated as [5] :
Where is the pixel value and ( ) represents the probability of . Theoretically, a true random system should generate 2 8 symbols with equal probability for bit depth. Therefore, the entropy of the system will be H(8)=8 [5] . The calculation of the entropy of proposed images with different initial conditions is done. Results show that all values are very close to 8, with an average of 7.99, as shown in Table ( 5) which proves the ability and robustness against entropy attacks. In this work, the entropy of the original and encoding texts are (4.4339) and (7.4497) respectively. It is obvious from the entropy of the encoding text that this value is near to the ideal value.
Speed Test
The time required to perform the proposed cryptography system is obtained by MATLAB (R2014a) in a computer (Intel Core i5), and compare it with the time required in the algorithm that proposed by [6, 9] . It can be found that the time of the proposed algorithm is very short as compared with the algorithms in [6, 9] as shown in Table (6) . From Table(6), it is obvious that the execution time of proposed system is small as compared with the algorithms of [6, 9] for two reasons, the first is the using of function in this work and the second is the simplicity of the system design.
CONCLUSION
In this paper, the cryptography of three color images and text is proposed using two systems Chen and Liu. From the results of this work, it can be found that the proposed algorithm provides very powerful and secret cryptography method. It has a large key space to resist brute-force attacks, high key sensitivity, the system is strong against differential attack, achieve good randomness, high security against statistical attacks, the execution time is very small and final simple of the system design. New position of pixel in Rchannel according (y3,z3) (1,1) (1,2) (1,3) (1,4) 4 2 (4,2) (4,1) (4,4) (4,3) (2,1) (2,2) (2,3) (2,4) 2 1 (2,2) (2,1) (2,4) (2,3) (3,1) (3,2) (3,3) (3,4) 1 4 (1,2) (1,1) (1,4) (1,3) (4,1) (4,2) (4,3) (4,4) 3 3 (3,2) (3,1) (3,4) (3,3) 
